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The Vulnerable

Teacher Guide cvesersarety (TEEN)

This companion to the online course provides questions
and topics for classroom discussion and activities.
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2 Sexting

SOCIAL NETWORKING

Social networking sites allow you to express yourself and keep in touch with friends.
You can exchange messages or comments as well as post personal profiles
describing your interests, blogs, photos; creative writing, artwork, videos, and music.
However, social netwarking sites have a high risk of allowing its users to “over-share”
private information with people they just met online.

Users can easily pose asa different people just to attract you, and you'd never know.
who they really are until It may be too late. Such users take advantage of social
networking to entice or sexually exploit young people. Onlyadd peaple as friends if
you know them in person and use the highest privacy settings so strangers cannot
view your profile without your permission.

Remember, you cannot undo online text and images once entered. They become
public Infarmation and are basically forever. Scary!
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CyberSafety (Teen)

A GUIDE TO ENCOURAGE REFLECTION AND DISCUSSION

This teacher’s guide suggests questions, topics and activities that can be
useful in creating assignments and prompting class discussions. The
suggestions are designed to encourage self-reflection, stimulate group
consideration, and ensure learning and retention of course material.

You may ask students to consider the contents of the course through
keeping a journal, role playing, or other creative methods. You can also
break the class into small groups to discuss and analyze a topic, and then
have each group present their collaborative findings to the class. This is
an effective method to increase participation and encourage sharing
different ideas and viewpoints.

DISCUSSION POINTS
Statistics about dating abuse are a good starting point for discussion:

e Teens spend an average of 1-1/2 hours each days going to social
networking sites, playing computer games, and watching videos.

e 95% of youth between ages 12-17 are online, and most of them
are multi-tasking — many are adept at chatting, texting, posting,
and watching videos while doing homework.

e Two-thirds of 8- to 18-year-olds have cell phones, and they send
an average of 118 text messages a day.

e One study found that 7th-12th graders spend 1-1/2 hours each
day sending text messages on their cell phones.

e 44% of online teens admitted that they have lied about their age
to access a website or sign up for an online account.

e 70% of employers didn’t hire someone because of what they
found online about an applicant.

e 88% of teens have seen someone be mean to someone else, but
the majority ignore it rather than defend the victim.

Ask students how these facts make them feel about the issue of Internet
safety and the importance of learning more about it.

ting

ONTHE WEB

Some websites are awesome and some are demeaning or dangerous. If you end up.
on any site that makes you feel uncomfortable, immediately leave it. That's the
safest, smartest thing to do.

Some websites ask for information about you. If you provide personal information,
you're giving up some of your privacy. Just becauise a website seems OK . .. does not
mean it is. Anyone—including creeps and criminals—can set up their own websites
and make them look legitimate.

Ifyou download anything from awebsite, be extra areful. Some websites ask your
permission to download a program or “plug-in.” In some cases these programs can
be used to display annoying pop-ups or even plant viruses. Bottom line, do not
download anything unless you're certain it is from a trustworthy source.
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Screen shot from the course

©2012 ShieldTheVulnerable.org | 1255 Treat Blvd., Suite 530 | Walnut Creek, CA 94597 | 800.652.9546 | Page 3




Online Dangers — What Are They?

LEARNING OBJECTIVES

1. Define the concept of cybersafety and why it's important.

2. ldentify the types of mediums and platforms that cybersafety applies.

3. Learn about cyberbullying, and the importance of maintaining open
lines of communication with adults regarding inappropriate online
behavior.

DISCUSSION POINTS

e CyberSafety: What does it mean to be in control over your personal
safety in the technological era? What if you want an online friendship
to become an offline friendship? Are there safe ways to communicate
with complete strangers? Why or why not?

e Harassment: What is harassment? Why is cyberbullying a type of
harassment? Do students feel that cyberbullying is a problem? Why
or why not? What makes an online conflict or an online joke different
from cyberbullying? Have students give examples.

» Social Media: Review the social media pros/cons diagram featured in
the course. It what categories have they experienced or wit-
nessed people bullying others? Are there certain categories where peo-
ple are more abusive than others?

1

INSTRUCTIONS
Roll your moiise overeach + to
review fhe detalls in each area
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Scenarios — SEXTING, CLASS RANK, HACKER

LEARNING OBJECTIVES

1.

Explore and learn about common online abuses.

2. Discover ways to prevent and handle online abuse.
3. Learn about power and control in cyber abuse, and the importance of

avoiding participation in abuse.

DISCUSSION POINTS

Sexting: What are the motivations of a person in a sexting situation? Why
might sexting lead to big problems? Do teens grasp the impact of legal
ramifications if prosecuted?

Class Ranking: What reactions do students have to the ranking scenario?
Have any of the students been a victim of ranking or know someone who
has? What are the pros and cons of using the Internet to solicit the
judgment of others? What does it say about our society at large?

Hacker: What are the motivations of someone in a hacking situation? How
does hacking occur? How can you avoid hacking situations? Is it a good
idea to share passwords with someone? Why or why not?

Real Stories: Why did these stories end the way they did? How could the
problems have been avoided? What are the similarities and differences
between each story? Do the stories sound like something the student
themselves have experienced or witnessed?

ACTIVITY

FRIDAY 7:49AM

News Articles: Ask students to collect current news articles involving cy-
berbullying, hacking, hate pages, or other situations where someone is har-
assed online. Have students share their articles and discuss what hap-
pened and why. How could these stories have turned out differently?

HELP TERNS_RESDURGES MEWU EXT

SECOND STRIKE

The hacker posts Will's cell phone
numbera

BACK  NEXT )
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Safety — stavinG saFe ONLINE

LEARNING OBJECTIVES

1. Introduce and explore the concept of cyber citizenship.

2. Apply acquired knowledge of prevention abuse situations.
3. Explore real cases of cyber abuses.

DISCUSSION POINTS

e Cyber Citizenship: What does the concept of citizenship mean? What
does being a cyber citizen specifically mean to students? What will it take
to develop and foster better online etiquette?

e Online Harassment: Why might someone like Phoebe feel that suicide
is the only solution? Given her situation, was her solution typical or
common? What could have been done by other students to possibly alter
the outcome of Phoebe’s story? Why might other students be afraid to
intervene or offer help to someone they know is being severely bullied
online or offline?

e Online Privacy: Tyler Clementi's roommate was charged with invading
Tyler's privacy and with a hate crime (intimidating Tyler because he was
gay). Were the roommate’s actions a stupid prank or a crime? Why or why
not? What could other students have done to respect Tyler's privacy?

ACTIVITIES

e Preventing Harassment: Ask students to review the course and make a
list of the ways in which they can help prevent online harassment. Which
of these ways feels most difficult to carry out and why? What could help
students overcome the difficulties? How can adults help?

1 Introduction 2 Sexting 3 4 Hacker 5 Summary

CLASS RANK SUMMARY

JOINERS PHOEBE PRINGE

Maintain your self-respect! Don't fall into the trap that anonymity means you

don't have to be accountable for your cyber comments. Don't participate in 1
cyberbullying because you think you can get away with it. Remembar: i
malicious online comments potentially hurt just as much — if not more than -

in-parson comments, d

TARGETS

1) Give yourself a break-—-DISCONNECT. Don't open or read malicious cyber
content. Tum off your ceil phone when you're at home. Block
communications from bullies via chat or instant messaging.

2) Tell a trusted teacher or other school official. Most schools have a system
in place for dealing with bullying.

3) Tell a parent or other trusted adult.
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